
SAMPLE — Generated against demo fixture north-haven.local. Your ADscan instance generates this against your real 

domain in 90 seconds.

A D S C A N  ·  C O V E R A G E  M A T R I X

Active Directory checks mapped to ATT&CK and compliance
frameworks.
Reference for procurement, audit, and security questionnaires.

V1.0

MAY 02, 2026

T A C T I C
A T T & C K

I D
T E C H N I Q U E E N S  A L T O N I S 2 D O R A

I S O

2 7 0 0 1 : 2 0 2 2

INITIAL

ACCESS

T1133 External Remote Services

T1190 Exploit Public-Facing Application

PERSISTENCE
T1098 Account Manipulation

T1136 Create Account

PRIVILEGE

ESCALATION

T1068 Exploitation for Privilege Escalation

T1078 Valid Accounts

T1078.002 Domain Accounts

DEFENSE

EVASION

T1027 Obfuscated Files or Information

T1070 Indicator Removal

T1556.007 Hybrid Identity

CREDENTIAL

ACCESS

T1003 OS Credential Dumping

T1003.001 LSASS Memory

T1003.006 DCSync

T1110.001 Password Guessing

T1110.003 Password Spraying

T1187 Forced Authentication

T1552.001 Credentials in Files

T1552.006 Group Policy Preferences

T1555 Credentials from Password Stores

T1557.001 LLMNR/NBT-NS Poisoning + SMB
Relay

T1558 Steal or Forge Kerberos Tickets

T1558.003 Kerberoasting

T1558.004 AS-REP Roasting

T1649 Steal or Forge Authentication
Certificates

mp.com.1,

mp.com.2,

op.acc.6

Art.21.2.e Art.9.4.d A.8.20, A.8.21

op.exp.4,

op.exp.5,

mp.sw.2

Art.21.2.e Art.9.4.c A.8.8, A.8.9,

A.8.26

op.acc.4,

op.acc.5,

op.exp.8

Art.21.2.i Art.9.4.b A.5.15, A.5.16,

A.8.2

op.acc.1,

op.acc.4

Art.21.2.i Art.9.4.b A.5.16, A.5.18

op.exp.4,

op.exp.5

Art.21.2.e Art.9.4.c A.8.8, A.8.9

op.acc.5,

op.acc.6

Art.21.2.i Art.9.4.b A.5.15, A.5.16,

A.8.5

op.acc.5,

op.acc.6

Art.21.2.i Art.9.4.b A.5.15, A.5.16,

A.8.5

op.exp.8,

op.exp.10

Art.21.2.b,

Art.23

Art.10.1,

Art.10.2

A.8.15, A.8.16

op.exp.8,

op.exp.10

Art.21.2.b,

Art.23

Art.12.1 A.8.15

op.acc.5 Art.21.2.i Art.9.4.b A.5.16, A.8.5

op.acc.5,

op.acc.6,

mp.if.7

Art.21.2.i,

Art.21.2.j

Art.9.4.b,

Art.9.4.c

A.5.15, A.5.16,

A.8.5

op.acc.5,

op.acc.6,

mp.if.7

Art.21.2.i Art.9.4.b A.8.5, A.8.7

op.acc.4,

op.acc.5,

op.exp.8

Art.21.2.i Art.9.4.b A.5.15, A.8.2

op.acc.5,

op.exp.8

Art.21.2.h Art.9.4.b A.5.17, A.8.5

op.acc.5,

op.exp.8

Art.21.2.h Art.9.4.b A.5.17, A.8.5

mp.com.1,

mp.com.2

Art.21.2.e Art.9.4.d A.8.20, A.8.21

mp.info.3,

op.exp.5

Art.21.2.h Art.9.4.c A.5.16, A.8.10,

A.8.12

mp.info.3,

op.exp.5

Art.21.2.h Art.9.4.c A.5.16, A.8.12

op.acc.5,

mp.info.3

Art.21.2.i Art.9.4.b A.5.16, A.8.5

mp.com.1,

mp.com.2

Art.21.2.e Art.9.4.d A.8.20, A.8.21

op.acc.5,

op.acc.6,

op.exp.8

Art.21.2.h,

Art.21.2.i

Art.9.4.b,

Art.9.4.c

A.5.16, A.8.5

op.acc.5,

op.acc.6,

op.exp.8

Art.21.2.h,

Art.21.2.i

Art.9.4.b A.5.16, A.8.2,

A.8.5

op.acc.5,

op.exp.8

Art.21.2.h Art.9.4.b A.5.16, A.8.5

op.acc.5,

op.exp.4

Art.21.2.i Art.9.4.b A.5.17, A.8.24



SAMPLE — Generated against demo fixture north-haven.local. Your ADscan instance generates this against your real 

domain in 90 seconds.

T A C T I C
A T T & C K

I D
T E C H N I Q U E E N S  A L T O N I S 2 D O R A

I S O

2 7 0 0 1 : 2 0 2 2

DISCOVERY
T1018 Remote System Discovery

T1069 Permission Groups Discovery

T1087 Account Discovery

T1087.002 Account Discovery: Domain Account

T1482 Domain Trust Discovery

LATERAL

MOVEMENT

T1021.001 Remote Services: RDP

T1021.002 Remote Services: SMB/Windows
Admin Shares

T1550.002 Pass the Hash

T1550.003 Pass the Ticket

T1570 Lateral Tool Transfer

IMPACT
T1486 Data Encrypted for Impact

ENS Alto · Esquema Nacional de Seguridad —
Categoría Alta (RD 311/2022 · BOE-A-2022-7191)

NIS2 · Directive (EU) 2022/2555 (Articles 21 & 23)

DORA · Regulation (EU) 2022/2554 (Articles 5-15 (ICT
risk management))

ISO 27001:2022 · Information security management
systems — Annex A (ISO/IEC 27001:2022)

Source mapping curated by ADscan from the published framework texts. Verify against your own auditor's interpretation before
formal submission.

ADscan.
ADSCAN.IO/SECURITY

op.exp.8 Art.21.2.b Art.10.1 A.8.16

op.acc.4,

op.exp.8

Art.21.2.i — A.5.15, A.8.2

op.acc.4,

op.exp.8

Art.21.2.i — A.5.15, A.5.16

op.acc.4,

op.exp.8

Art.21.2.i — A.5.15, A.5.16

op.acc.4 — — A.5.15

op.acc.6,

mp.com.1

Art.21.2.i Art.9.4.b A.8.5, A.8.20

op.acc.6,

mp.com.1

Art.21.2.i Art.9.4.b A.8.5, A.8.20

op.acc.5,

op.acc.6

Art.21.2.i Art.9.4.b A.5.16, A.8.5

op.acc.5,

op.acc.6

Art.21.2.i Art.9.4.b A.5.16, A.8.5

mp.com.1,

op.exp.6

— — A.8.7, A.8.20

mp.info.6,

op.cont.3

Art.21.2.c Art.11.1,

Art.12.1

A.5.30, A.8.13,

A.8.14


